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Internet of Things - 3 pillars 

A Single market for IoT
IoT devices and services should be able to connect seamlessly and on a plug-and-play 

basis anywhere in the European Union 

A Thriving IoT ecosystem
Open platforms used across vertical silos will help developer communities to innovate. 

As a kick-start, IoT deployments in selected lead markets supported

A Human-centred IoT
Respect of European values, empowering people along with machines and businesses, 

high standards for protection of personal data and security



Industrial Strategy
President-elect Ursula von der Leyen

Utilities.

• “We will need to invest in innovation and 
research, redesign our economy and update our 
industrial policy”

• “I will put forward my plan for a future-ready 
economy, our new industrial strategy.”

• “Our economic policy must go hand in hand with 
social rights, Europe’s climate-neutrality 
objective and a competitive industry.”
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Streamlining Digital
Commissioner-designate Thierry Breton

Utilities.

• One Commissioner for the Single Market, Industrial 
policy, Digital and Space & Defence

 Long-term  strategy  for  Europe’s industrial  future

 Enhancing  Europe’s  technological sovereignty

 Investing  in the  next  frontier  of  technologies

 Leading reflections  in  key  value  chains including in the defence 
and space sectors, common standards and future trends
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IoT adoption is maturing in Europe

Utilities.
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Source: IDC Worldwide Semiannual Internet of Things Spending Guide, 2019
Sum of percentages may differ from 100% due to rounding

IoT spending across the world

After years of 
customers evaluating 
the case for IoT, now 
the market is entering 
a critical phase, with 
European IoT spending 
expected to reach € 
127 billion in 2019.
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Key barriers/concerns for IoT adoption
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Our proposal

A voluntary European cybersecurity certification framework….

…to enable the creation of individual 
EU certification schemes for ICT 
products and services…

…that are valid across 
the EU
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ENISA 

Prepares candidate 
scheme

ECCG

Advises and assists 
preparation 

ENISA 

Consults Industry & 
Standardization 

Bodies

ENISA 

Transmits 
candidate scheme 
to the European 

Commission

EC Adopts 
Candidate Scheme

A European 
Cybersecurity 
Certification 

Scheme

EC requests ENISA 
to prepare a 

Candidate Scheme

European Cybersecurity Certification 
Group (MSs)

Advices ENISA or may propose the 
preparation of a scheme to the 

Commission

How the framework will work in practice
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Difficult to 
distinguish 
between more and 
less secure 
products/services

more information on 
the security 
properties of  
products / services 
ahead of purchase

Co-existence of 
schemes makes 
comparison difficult…

…end-users refrain 
from buying certified 
products/services                                    

Now In the Future

Greater incentive 
for Operators of 
Essential Services 
to buy certified 
products/service 

Increased cyber 
resilience of critical 
infrastructures 

…As  end-users of digital solutions, governments would rely on an institutional 
framework to identify and express priority areas needing ICT security certification.

Expected outcomes of certification
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DEI – Digitising European Industry Strategy
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EU IoT Strategy and Actions

Research and 
Innovation

• Large Scale Pilots
• IoT Security & Privacy
• Next Generation Internet

Policy
Stakeholder 
engagement

• ENISA
• AIOTI
• IERC
• Demand side
• Smart Cities
• IoT Week

• DEI
• GDPR
• Cybersecurity Act
• NIS Directive
• Liability SWD
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Nearly 500 M€ in H2020



IoT Large Scale Pilots 2016-2020

SYNCHRONICITY - Delivering an IoT

enabled Digital Single Market for

Europe and Beyond: Single digital city

market for Europe (EU contr: 15M€, 33

partners in 9 countries)

MONICA - Management Of
Networked IoT Wearables – Very
Large Scale Demonstration of
Cultural Societal: Wearable devices
containing sensors and actuators for
massive scale applications. Europe
(EU contr: 15M€, 28 partners in 9
countries)

ACTIVAGE - ACTivating InnoVative

IoT smart living environments for

AGEing well: Active and healthy

ageing. Europe (EU contr: 20M€, 48

partners in 9 countries)

IoF2020 - Internet of Food and Farm

2020: Strengthen competiveness of

farming and food chains in Europe.

Europe (EU contr: 30M€, 70

partners in 16 countries)

european-iot-pilots.eu

AUTOPILOT - AUTOmated driving

Progressed by Internet Of Things:

Automated driving and

infrastructure. Europe (EU contr:

20M€, 43 partners in 14 countries)
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http://www.european-iot-pilots.eu/


DEI Large Scale Pilots 2019-2023
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Aligning Reference 
Architectures, Open 
Platforms and Large-

Scale Pilots in 
Digitising European 

Industry

Manufacturing Agriculture Energy Healthcare

Standardisation
Conducting cross-domain 

surveys, performing 
promotion and 
implementation

Platform building
Comparing reference 

architectures and open 
source reference 
implementations

Large scale piloting
Contributing to a digital 
maturity model, creating 

a set of assessment 
methods and a migration 
journey benchmarking 

tool

Data ecosystem building
Enabling an innovation and 

collaboration platform, forging 
a European network of DIHs, 
contributing to industrial skills 

catalogue and observatory



Joint Standardization 
Efforts

• Specify/Standardize 
Common Tools for risk 
assessment and threat 
analysis

• Explore existing standards 
in lifecycle management for 
security and trust

Knowledge & Experience 
Sharing 

• Blockchain & DLT 
Deployment, Operation and 
Use

• Joint “Thematic” workshops 
on Blockchain

IoT Platforms 
Interoperability and 

Integration

• Emphasis on Data-Driven 
Security Monitoring

• Streamlining with other EU 
Efforts (e.g., IoT-EPI)

Joint Dissemination and 
Policy Contributions

• Common workshops and 
conferences – Joint 
participation in exhibitions

• Collaborative contributions 
to policies (e.g., GDPR 
compliance, inputs to ECSO)

European large-scale pilots programme
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Where are we heading?

16 Source: IDC European IoT Practice, 2019
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Next Generation Internet: Data-driven change

• Exploding volume

• Increasing real-time 
requirements
• Autonomous Driving
• Industry 4.0

• Needs ultra-fast 
communication, 
distributed processing 
and analytics
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R&D drivers for Next Generation IoT
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Data-Centric 
and Secure 

Architectures 

5G/6G 
Network

infrastructure
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Augmented 
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• Future network and service infrastructures, ensuring 
availability and control, including beyond 5G, Internet of Things, 
distributed clouds, blockchain

• Human-centric Internet applications, including trust and 
privacy, inclusive multi-modal interaction concepts, language 
independency and trustworthy social connectivity and media

• Distributed processing and data analytics, incl. distributed 
ledger technologies, embedded Artificial Intelligence 
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Next Generation Internet in Horizon Europe



Next Generation Internet: Proposed structure
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Alliance for IoT Innovation (AIOTI)
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AIOTI Standardisation WG engagement model
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Security and  Data Protection

Semantic Interoperability

High Level Architecture- HLA

Identifiers, 5G  &IoT



The role of global partnerships: the OASC example
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140 cities in 30 countries 
and regions in Europe, 
Latin America and Asia-
Pacific: a global network of 
Standards-based innovation 
and procurement across 
sectors.

IoT Large-Scale Pilot on 
Smart Cities & Communities

Set up to validate and mature 
the OASC MIMs at scale.
20 cities, 50 services –

running on the same common 
technical ground.

Catalogue of validated services 
based on standards.

MINIMAL

INTEROPERABILITY

MECHANISMS (MIMS)
A roadmap based on existing standards 
and mechanisms, governed by cities, 

supported by suppliers and 
infrastructure providers.





Thank you !

Internet of Things – European Commission
http://ec.europa.eu/digital-agenda/en/internet-things

Horizon 2020
EU Framework Programme for research & innovation: 
http://ec.europa.eu/research/horizon2020/index_en.cfm
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http://ec.europa.eu/digital-agenda/en/internet-things
http://ec.europa.eu/research/horizon2020/index_en.cfm

