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What can be done to improve staff
training and to raise awareness
among passengers?

Maria Cristina Fiorentino

COLPOFER Secretary General
FS Italiane — Security Department

Florence, November 25th 2016



The FS Italiane Group

DELLO STATO

" & ERROVIE
ITALIANE

+

o

TREMITALIA

100%

BUSITALIA

SITAMORD
100%

METINERA
DEUTSCHLAND

51%

F& LOGISTICA

100%

MERCITALIA
RAIL

100%

+*

ITALFERR

100%

ITALCERTIFER

55,68%

FERSERVIZI

100%

Y & J
VS i
TTALIANE

+

FERCREDIT

100%

GRANDI
STAZIONI
IMMOBILIARE

60%

FS SISTEMI
UREAMI

100%

GRAMNDI
STAZIONI RAIL

100%




Figures

1.500.000 daily passengers

» 3.000.000 daily presences (in stations only)

e 67.000 employees

« 8.300 daily trains

e 17,000 km trucks

e 1.298 km High Speed Lines
e 1.380 km tunnels

« 530 km bridges and viaducts
o 2.270 railway stations

» 375 power-stations

» 479 freight terminals

« 15 ferry-boats
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The threats
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J GRAFFITI

J ROBBERY

J AGGRESSION

J VANDALISM

J THEFT (COPPER, ALLUMINIUM, ETC.)
J FIRE /ARSON

J SQUATTING

J NATURAL EVENTS (earthquake, etc.)

J RUNNING OVER

J SUICIDES

J STONE THROWING

J OBSTACOLS ALONG THE LINE
J LEVEL CROSSING SABOTAGE
J SABOTAGE

J TERRORIST ATTACKS

J CYBER CRIME




FS Group Security Measures

Physical security measures

CCTV in stations

CCTV on board

Gates in major stations

Security Control Rooms (Rome HQ,

Regional Departments)

Emergency Number 1600

Railway Police patrols in stations and on board
Committes with Railway Police at national and regional,
level for discussing security problems

Organisational security measures

= Security staff department for RU and IM

= Legal assistance for employees in case of aggression
= Psychological assistance for employees

= Education program for train staff on anti-aggression
= Self defence course for security staff

= Anti fare evasion teams on regional trains

= Emergency exercises

= Awareness campaign

STAI ATTENTO! ..l %’ﬁwehm
BE AWARE! Matec v/n'ﬁ’u-ehce



Focus on security measures
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Focus on security measures
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CCTV on boarql_
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Security In an integrated mobility system
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Automatic Access Gate Digital Security Luggage Cyber Security Video-Patrolling
Secure e-payment Front Witness Camera Digital Security Device

Crisis Management 4.0 Nominative Tickets Unmanned Rail Vehicle Country Risk Analysis
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Integration of security measures

Digital CCTV

security Systems National

device Security
Control Room
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GSM-R Railway Call Dial number 1600

By dialing the national number “1600” GSM-R mobile users on board, which are «registered»
to a functional number (train conductors, train guard, security staff, railway police, etc.) are
automatically connected to the closest railway police control room (15 on the national

territory).
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Counter Terrorism Security Training

Objectives:
= Cope with terrorism

= Detect abnormal / suspect
behavior  through body
language analysis

= Crisis Management in the
event of terrorist attacks

= Security of passengers and
staff in the event of a
terrorist attack
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Anti-Aggression Training
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s The > ¢ Focus on scenario analysis and on the critical
situations where railway employees need to intervene

~~_—_

» Develop the individual tools which may be used by the
single employees for the prevention or management of
possibile critical situation in order to guarantee
personal and collective safety

The individual

instruments

The team
 Understand the importance of a team as a resource

for a quicker and safer action of its own mission

o Experiment critical situations by using all possibile
resources for the identification of possibile «rule set»
for their resolution
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Security s_t_gff Self Defence course
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o Self defence tools (Pepper Spray)
« Self defence techniques (Krav Maga)
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Awareness campaign

B
I e n I Polizia di #aio

SICUREZZA

POLICE FORCES AND FERROVIE DELLO STATO GROUP ARE DAILY
ENGAGED IN ORDER TO PROTECT AND INCREASE SECURITY FOR
PASSENGERS, BOTH ON THE TRAINS AND IN THE STATIONS.

AFEW SIMPLE ADVICES FOR A SECUR AND UNTROUBLED JOURNEY
In the station In parking lots

'\ A
“ SECURITY

RECOMMENDATIONS FOR TRAVELLERS

If you feel you are

being harassed or bothered or you fear that
something is going to happen to you,

contact the railway police at the following

telephone numbers or the Ferrovie dello Stato staff
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Be aware! make a difference

Prasta attenzione nei dassicl
lueghi di "lavers™ dei
borsaggictori (atri, bigliatteria,
aree Self Service, paataforme
di arrivo/partenza treni).
Praferiscons i luoghi affollati.
Be aware of hypical pickpockn?
“working” anvironmanfs |'|"m'|‘s and
lobbias, ticket offices, Self Service
oveos, froin omival/deparivre
platferms). Thay offen prefer
crowded condltions

Aftenziones mentre stol
operondo presso be Seff
Service, Prepara prima il
denaro che pud serviri per
I'oequisto, lontano da ccchi
incscreh

Be awore of your suroundings
wfaler sing the Self Service ickat
machines. Prapare your purchaobe
money beforshand, cwery from
Prying yes.

Fai attenzicne alle richiaste di
denaro da porte di estranei,
potrebbearo distrarti per
conpenlire al cnmp“:! di
softrarti il bagaglio.

Be careful of requests for maney
from strangers. This coukd be o
dhstrochian actic fa ollow an
occompiice fo steal luggoge.

Tieni sampre d'ocdhio il fue
bagaghs,

Alwoys keap o wotchful eye on
your luggage.

Fresta ottenzione ogh oggett
di valore anche se li conserv
all'interna della giocea appesa
al tua fanca,

FPery vary chase affention to your
warlvabileg, even whan kapt inside o
ferckit pockat Fanging at your sida.

Mon lasciore nulla di valore sul
tovoling mentre posizioni i
bagaglic sulla coppelliera,

Dia nod lecrve any valuable fems
whatfanded on the fabde whils
sowing your uggoge.

Anche a barda trene, tieni
d'occhio il tuo bogoglic
sopratutto durante le fermate.
Fvan on board the froein, confinue
o keap an eye on your luggoge,
wspacially during stops,

aMao ticket? Mo partite
Viaggiare con il bighetio & un
ql:hﬁgq. ﬁu:quilii il bigﬁeﬂo per
viaggiore & non perché
qualcuno patrebbe procedere
ad un controlle,

“Ma hickef® Mo deparfure!” IF is
merdatory to frove] wilth o valid
hicket. Purchase o fickel fa honour
your frenviely = ol simply becotse
of patantial controk

Mon acquistore servizi do
persone prive di regolare
licenza. Mon affidare il
bogeoglic od aliri

Do nat OCGUINE SEWCRs from
indridueds nat in pass@ssion of a
varlid ficense, Mever entrust your
luggoge o srongers.

Man aequistore gened
alimentari da venditor abusia,
potrebbe essere a rischic la
twa s.n:||uh:.

Do ot purchae food items from
gl vandors. Such itars may
pose health hapards.

STAI ATTENTO! F..: (. q’:’ﬁér-ﬁha&
BE AWARE! M:utee - difference
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COLPOFER Working Groups

0 PROTECTION AGAINST TERRORIST AND EXTREMIST ACTIVITES
40 CYBER CRIME

d SECURITY INNOVATION

d FRAUD/TICKET FORGERY

O GRAFFITI

0 METAL THEFT

0 LARGE EVENTS

d CONTROL ROOMS

O INTERNATIONAL FREIGHT TRAFFIC

0 PAN-EUROPEAN CORRIDOR X
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